
 
Scam Policy 

People lose a lot of money to phone scams — sometimes their life savings. Scammers have figured out countless 

ways to cheat you out of your money over the phone. In some scams, they act friendly and helpful. In others, they 

might threaten or try to scare you. One thing you can count on is that a phone scammer will try to get your money 

or your personal information to commit identity theft. Don’t give it to them. Here’s what you need to know. 

How to Recognize a Phone Scam 
Phone scams come in many forms, but they tend to make similar promises and threats, or ask you to pay certain 
ways. Here’s how to recognize a phone scam. 
There is no prize 
The caller might say you were “selected” for an offer or that you’ve won a lottery. But if you must pay to get the 
prize, it's not a prize. 
You won’t be arrested 
Scammers might pretend to be law enforcement or a federal agency. They might say you’ll be arrested, fined, or 
deported if you don’t pay taxes or some other debt right away. The goal is to scare you into paying. But real law 
enforcement and federal agencies won’t call and threaten you. 
There’s never a good reason to send cash or pay with a gift card 
Scammers will often ask you to pay in a way that makes it hard for you to get your money back — by wiring 
money, putting money on a gift card, prepaid card or cash reload card, or using a money transfer app. Anyone who 
asks you to pay that way is a scammer. 
 

Am I being scammed? 

Always, always defer to the owner or the General Manager. You can send a text to them or call them for 

confirmation, but they will never ask you for money or for you to give anyone money from the registers or safe. 

If you don’t know what to say on the phone, trust your gut. You could say, “I’m new here and I don’t know 

anything about anything.” And hang up the phone. 

These scammers are playing in to your fears.  Money requests will always fall on the owner, and we are always in 

good standings.  Do not believe the scammers. 

Do not ever give out information about how many POS’s we have, how much money is in the cash drawers or 

answer any personal questions. 

 

If you are scammed and the red flags have been communicated to you and you have signed this document, you are 

understanding that law enforcement may open an investigation into you and any involvement with the crime.  

Charges may be pressed, as taking money from the business is a crime. 

 

Employee Name: ___________________________________ 

Employee Signature: ________________________________ Date: ______________ 

 

Manager Signature: _________________________________Date: ______________ 

https://www.consumer.ftc.gov/articles/paying-scammers-gift-cards

